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1. OBWWHMNE YKA3AHWA

1.1 dopmynssp Ha wu3genve «Cpencrtso Kpuntorpaduyeckon 3awmuTtbl  mMHbOpMaunm
«Kpuntollpo CSP» Bepcma 5.0 KC1l WcnonHeHme 1-Base» XTHAW.00101-01 (manee — CK3U),
ABNSAeTCqd  OOKYMEHTOM,  YAOCTOBEPSOLWMUM rapaHTUpoBaHHble NU3roToBUTENEM OCHOBHbIE
xapaktepuctnkn CK3W, onpepenarOwmMm KOMMAEKT MOCTaBKM, OTpaxawwumMm cBedeHuss o
NPOU3BOAMMbBIX W3MEHEHUSAX B KOMMJIEKTe TMOCTaBKM W [Apyrve J[aHHble 3a BeCb nepuoj
aKkcnnyaTauumu.

1.2 Skcnnyataums CK3UM pgomxkHa NpoBOAUTBLCS B COOTBETCTBUM C  3KCMyaTauMOHHOMN
AOKyMeHTaumnen, npeaycMoTpeHHoOn Hactosawmm @OopMynsipoM, U B COOTBETCTBUM C pasgenom V
«[onoxeHns o paspaboTke, MNPOU3BOACTBE, peanusaumnm W 3KcnayaTaumMm wudpoBasbHbIX
(kpynTOorpadunyeckmx) cpeacTs 3awmnTbl MHGopmaumn (MonoxeHne MK3-2005)».

1.3 Mopspok obecneyeHns wuHdopMaunmoHHon 6e3onacHoCcTM nNpu  ucnonb3oBaHun CK3U
onpenenseTcs pyKkoBoAUTENEM 3KCJyaTMpylower opraHusaumm Ha ocHoBe TpeboBaHUMM Mo
OpraHM3aLUMOHHO-TEXHUYECKNM MepaM 3alUNTbl, U3NOXXEHHbIM B 3KCMJyaTauMOHHOW AOKYMEHTaLMMN.

1.4 CepTudukaTbl OTKPLITLIX KOUeln (kntoven npoBepkn II1), ncnonblyembole CK3U, AOMKHbI
6bITb BbINYyLWEHbl YAOCTOBEPSAIOWMM LEHTPOM, cepTuduumposaHHbiMm ®CB Poccnm no knaccy 3awmThbl
He HUXKe Kfnacca 3awmnTbl ncnonbsyemoro CK3U.

1.5 Mpun BcTpamBaHum CK3W B npuknagHble cuUCTeMbl HeobXoAMMO MO TexHUYEeCcKoMY
3agaHuto, cornacosaHHomy c¢ 8 LeHTpom ®OCB Poccuu, nNpoBOAUTb OUEHKY BJIMSHUS Cpeabl
dyHKUMOHMpPOoBaHUS (Aanee — C®) CK3UM Ha BbiNonHeHWe npeabsaBieHHbiX K CK3UW TpebosaHuii B
cnyyasx:

— ecnu mHdopMaumsl KOHMUAEHUMANbHOrO XapakTepa MNOANEXMUT 3awuTe B COOTBETCTBUU C
3aKkoHoAaTenbCcTBOM Poccuiickon depepaumu;

— Npu opraHusauum 3awuTbl KOHbUAEHUManNbLHOUW MHGOopMaumn, obpabaTbiBaemolri CK3U, B
denepanbHbiX OpraHax WCMOJIHUTENbHOM BIACTU, OpraHax WCNOAHUTENbHOW BNactn cybbeKToB
Poccuiickon Geaepaunu;

— MNpu opraHusaumm Kpuntorpadunyeckon 3awWuTbl KOHdUAeHUMaNbHOM UKHbOpMaumu,
obpabaTtbiBaemonn CK3W, B opraHusaumax He3aBMCMMO OT MX OpraHu3auMoOHHO-MpaBoBOM (OpPMbl U
¢opMbl COBCTBEHHOCTM NPU BbIMOJHEHNN UMUK 3aKa30B Ha MOCTaBKYy TOBApoOB, BbIMOJHEHME paboT nnu
OKasaHwe ycnyr Ans rocyAapcTBEHHbIX HYXA,;

— ecnu o0653aTeNbHOCTb 3aWmTbl MHPOPMaUMN KOHDUAEHUMANBHOrO XapaKTepa Bo3naraercs
3akoHogaTenbcTBoM Poccuinckoin ®epgepaumm Ha Nuu, MMEKLWMUX AOCTYMN K 3TOM MHdOopMaumu unm
HaAEeNeHHbIX MOJIHOMOYUAMMU MO  PACMOPSKEHUIO CBEAEHUSIMW, COAEpXalUMMUCS B AAHHOM
MHpopmMauun;

— npwu obpabaTbiBaHUM MHGOPpMaUnnM KoOHDMAEHULMANBHOro Xapakrtepa, obnagartenemMm KOToOpon
SIBNSIIOTCA rOCyAapCTBEHHbIE OpraHbl MM OpraHM3auunm, BbINOSHSAOWNE roCcyAapCTBEHHbIE 3aKa3bl, B
cnyyae MNpuHATUS UMW Mep MO OXpaHe ee KOH(PUAEHUWMANbHOCTU MyTeM WCMNOJSIb30BaHWUS CPeacTs
KpunTorpaduyeckon 3awmThbl;

— npun obpabaTbiBaHUN MHDOPMaUMM KOHPUAEHUMANBHONO XapakKTepa B roCyAapCTBEHHbIX
OpraHax M B OpraHu3aumsx, BbIMOJHAKWMX rOCyAapCTBEHHble 3aka3sbl, obnagaTenb KOTOPOK
NpMHMMaeT Mepbl K OXpaHe ee KOHMMAEHUMaNbHOCTU MyTeM YCTaHOBMEHUS HeobXxoauMOCTH
KpunTorpadunyeckon 3awmnTbl 4aHHON MHGOpMaUnn.

Mpn BcTpamBaHum CK3W B npuknagHble CUCTEMbI, B KOTOpPbIX YHKUMK cO34aHUs u/vnan
NPOBEPKWN 3/IEKTPOHHOW MNOAMUCK HEe SABAATCA aBTOMATMYECKUMMM, B TOM 4ucrie Heobxoammo
MpOBOAUTbL OLIEHKY COOTBETCTBMS MpPUKIAAHOM cuctembl n.n. 8 n/mnu 9 Mpunoxennsa 1 k Npukasy
OCB PO ot 27 pekabpsa 2011 r. N2 796 «06 yTtBepxaeHun TpeboBaHWMIN K CpeacTBaAM INEKTPOHHOM
noanucm n TpeboBaHUN K CpeaCcTBaM yaOCTOBEPSAIOLLEro LEeHTPa».

B ocTasnbHbIX Cly4yasax pekoMeHAyeTCcs NpOBOAUTbL YCTAaHOBIEHHbLIM MOPSAAKOM OLEHKY BAUAHUSA
CO Ha CK3WM c uenbio oueHkM 0B6O0CHOBAHHOCTM M AOCTAaTOYHOCTM Mep, MPUHATLIX A8 3aWUTbl
nHdopmaunm, obpabaTtbiBaemoini CK3U.

B pasgene 1 pgokyMeHTa XTAW.00101-01 95 01. [llpaBuna nonb30BaHUSA YyKa3aHbl
nporpaMmMHble npoaykTbl (CP), npoBeaeHMe OLEHKN BANSHUA KOTOpPbIX Ha CK3U He TpebyeTcs.
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B cnyyae uvCnonb30BaHMSA Bbi30BOB, HE BXOAALWMX B nepedeHb lMpunoxeHus 2 AOKYMeHTa
XTAN.00101-01 95 01. MpaBuna nonb3oBaHMs, HEO6XOAMMO MNpPOBOAMTbL pa3paboTKy OTAENbHOro
CK3U Ha 6aze «Kpuntollpo CSP» Bepcus 5.0 KC1 (c npoBeaeHMEM COOTBETCTBYHOLMX TEMATUUECKUX
UccneaoBaHUi) B COOTBETCTBUM C  [AEWCTBYKOLLENA HOpMaTuBHOM 6a3oih (B  4YacTHOCTU, C
lMocTaHoBeHMEM MpaButenbcTBa Poccuiickonm depepaumn oT 16 anpens
2012 r. N°2313 wu TlonoxeHnemM o pa3paboTke, NpPoOM3BOACTBE, peanusaumm K 3SKCnyaTaumm
wundpoBanbHbIX (Kpuntorpadpunyecknx) cpeacts 3awmtbl MHGopMmaumn (MonoxeHue MK3-2005)).

MpoBeaeHMe TeMaTUYECKUX UCCNef0BaHMN MPOrpaMMHbIX MNPOAYKTOB W MPUITOXEHUN,
nepeyncneHHolx B pasgene 1 Mpasun nonb3oBannsa XTAN.00101-01 95 01, He TpebyeTcs.

1.6 CK3W cooTtBetcTBYeT «TpeboBaHMAM K CcpeAcTBaM 3/eKTPOHHOM nognucu» (MpunoxeHue
1 k Mpukazy OCB PO ot 27 pgekabpsa 2011 r. N2 796 «0O6 yTtBepxaeHun TpeboBaHUN K cpeacTBaM
3/1eKTPOHHON noanucu n TpeboBaHU K cpeacTBaM yAOCTOBEPSOWErO LEHTPa») NpM MCNob30BaHUM
B CMUCTEMaxX C aBTOMATUYECKWMM coO3[aHMeM U (MAK) aBTOMATUYECKON MPOBEPKOW 31EKTPOHHOWN
noAnucw.

1.7 ®opmyndap BxoauT B KoMnnekT noctaBkn CK3U v fo/mKeH NOCTOSHHO XPaHUTbCS B opraHe
(nogpa3saeneHumn), OTBETCTBEHHOM 3a 3kcnayaTaumnto CK3U B opraHmsauunm.

1.8 Bce 3anucu, BHOCMMble B (popMynsap, A0MXKHbI 6biTb 3aBepeHbl NMuamMm, OTBETCTBEHHbIMU
3a akcnnyaTtaunio CK3W B opraHunsaumm.

1.9 CK3WM npegHa3Ha4yeHO A/ UCMONb30BaHMA KakK Ha Tepputopumn Poccuinckon degepaunn,
Tak n 3a ee npegenamn. Wcnonb3oBaHne CK3WN B 06bIMHOM MAM B SKCMOPTHOM BapuaHTe
onpenenaeTcs ANUEH3NEN.
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2. TPEBOBAHNA K SKCIJTYATALUUWN CK3N

Mpun skcnnyataunm CK3U gomxkHbl BbIMOMHATLCA cneayowmne TpeboBaHms:

2.1 C nomowbio CK3M He ponyckaerca obpabaTtbiBaTb WHPOpPMaUUIO, coAepXKallyro
CcBeaeHus, cCoCcTaBnslowme rocyaapCTBEHHYO TalHy.

2.2 [JdonyckaeTcsi ucnonb3oBaHne CK3W gna kpuntorpaduyeckon 3aluTbl NepCcoHanbHbIX
AaHHbIX.

2.3 KnwoueBasa nHbopMaums sBnsieTcss KoHduaeHUNnaNbHOMN.

2.4 Cpok pgenctBus kawo4da npoeepku DI — He 6onee 15 neT nocne OKOHYaHUS CpoKa
AEeNCTBMS COOTBETCTBYOWEro katoda II1.

2.5 BHewHas ramma, mcnonb3yemas 478 WMHULMANM3aUMKM COCTOSHUS nporpamMmHoro [CH,
ABNseTcs KoHdMaeHUManbHON.

2.6 CK3M OOJDKHO MCNoJ/1b30BaTbCA co cpencrtesamm AHTMBMPYCHOM 3alUnThI,
ceptudunumposaHHbeiMm ®CB Poccmun. B cnyyae mx OTCYTCTBMS pEKOMEHAYETCS MO BO3MOXHOCTU
MCNONb30BaTb CYLECTBYOWME aHTUBMPYCHble CpeacTBa 3awuTtbl. Knacc aHTUBUPYCHbIX CpeacTB
3aWmMTbl onpepenseTcs ycnosuamm skcnayataunmm CK3U B aBTOMaTU3MPOBAHHbLIX CUCTEMaX.

2.7 Pa3sMelweHne CK3M B noMeLleHUsIX, B KOTOPbIX OCyLlecTBAsieTca obpaboTka uHdopmaunm,
coAepkallel cBeAeHMUs, COCTaBAsilOWME FOCYAAPCTBEHHYO TaliHY, OCYLLECTBASIETCS YCTaHOBEHHbIM
NOpsIAKOM.

2.8 Mpwu akcnnyatauum CK3U Heobxoammo pykoBoacTBoBaThCA lMNonoxeHuem MK3-2005.

2.9 Mpu 3kcnnyataumm CK3WN HeobxoaMMO BbINOMHEHWE AEUCTBYHOWMX B Poccuinckom
®depepaumn TpeboBaHM NO 3alnTe MHPOPMALMKN OT YTEUKN MO TEXHUYECKUM KaHanaMm, B TOM uucne,
no kKaHany ceasu (Hanpumep, CTP-K).

Mpn askcnnyataumm CK3WM  Ha nnatdopme i0S/Android/SailfishOS npu obpaboTke
KOHPUAEHUMANbHON MHpOPMaUMK AN KOHKPETHOro MobunbHOro yCTponcTBa, paboTatowiero noj
ynpaenennem OC i0S/Android/SailfishOS, pgosmkHbl BbIMOJHATLCA AeNCTBYHOWME B Poccunckon
Qepepaumn TpeboBaHMA MO 3alimTe OTKPbITON (KOHMDUAEHUManNbHOM) MHMOPMAUMM OT YTEUYKM Mo
TEXHMYECKMM KaHanaMm. [JaHHoe TpeboBaHMe He npeabsiBiseTcs B caydae skcnayataunm CK3U Ha
nnatdopme i0S/Android/SailfishOS npu obpaboTke OTKpbITON MHDOPMaLUM, AOCTYN K KOTOPON He
OrpaHu4MBaEeTCa COrnacHo 3akoHopaTenbCTBy Poccuiickon ®epgepaunn. BHOC M mncnonb3oBaHue
MO6UNbHOrO  yCcTpolicTBa, paboTatowero noa ynpasneHuem OC i0S/Android/SailfishOS, B
NMoMeLLeHnsX, B KOTOPbIX BeAyTCS MeperoBopbl CEKPETHOr0 COAepXaHWUS WU MpOBOAATCA paboTbl
CeKpeTHOro xapakTepa, 6e3 nposefeHus ero cneumanbHbIX UCCNeA0BaHUM 1 cneuuanbHOM NpoBepKU
3anpeLarTcs.

2.10 YcraHoBka CK3U Ha paboyee MecTo mosib30BaTesis MOXET 6biTb OCyLWEeCTBAEeHa TObLKO B
cnyyae  MNOATBEPXAEHMS  LENOCTHOCTM  MOJIYYEHHbIX  YCTAaHOBOYHbIX  Moaynen CK3U  um
3KCNayaTauMOHHOM AdokyMeHTauunm (pasgen 2 XTAN.00101-01 95 01. Kpuntollpo CSP. lMpasuna
Nosib30BaHus).
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3. ObWME CBEAEHNA N OCHOBHbIE TEXHUYECKWE OAHHbIE

3.1 CK3MN «Kpuntollpo CSP» MOXeT BbICTYNaTb KakK B KayecCTBe rOTOBOrMO0 K MPUMEHEHMUIO
CpeAcTBa, Tak M B KadecTBe nnathopMbl ANs MOCTPOEHMS Ha ero OCHOBE NPOrpaMMHbIX, MPOrpaMMHO-
annapaTHbIX W anmnapaTHbIX peweHun B obnactm obecrnedeHmss MHGOPMaUMOHHOM 6e3onacHocCTy,
OCHOBAHHbIX HAa NPUMEHEHNN POCCUINCKMX KpunTorpaduyeckmx aaropmTMos.

CK3W npeaHa3HayeHo ANS BbINOAHEHUS cneayowmx hyHKUWR:

1) 3aWwmMuleHHOe XpaHeHMe MoNb30BaTENbCKUX K/KOYEeN B  K/AKOYEBOM KOHTelHepe C
NCNoAb30BaHMeEM WKdpPoBaHNSA, UMUTO3ALLNTbLI U ayTeHTUdMKaLMM 40CTYNa;

2) wndpoBaHue, BbIYUCIIEHNE UMUTOBCTABKK, X3WKMPOBaHME, co3gaHne/nposepka 3M;

3) dopMMpoBaHME CECCUMOHHBIX KtOYen, knoven obMmeHa v Kaw4dern cospgaHusa/nposepku I,
MX MMMOOPT/3KCNOPT U3/B KAKOYEBON KOHTENHEDP;

4) nageHtTudpukaums, ayteHTudmkaums, wndposaHme n nMuTosawmra TLS-coegnHeHun;

5) 3awmTta IP-coeanHernunn («Kpuntollpo IPsec»).

3.2 CK3WN dpyHKUMOHMPYET B Crieaylowmnx nporpaMMHo-annapaTHbIX cpejax:

Windows
Bk/loyaeT nporpaMMHo-annapaTHble Cpefbi:
Windows 7/8/8.1/10/Server 2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016/2019 (x64).

LSB Linux
BkntoyaeT guctpmbytumBebl Linux, yaosnersopstowmne ctaHgapTy Linux Standard Base ISO/IEC
23360 Bepcuun LSB 4.x:
CentOS 5/6 (x86, x64);
CentOS 7 (x86, x64, POWER, ARM, ARM64);
OCb (OS-RT) (x64);
TA OC AUC dCCMN Poccuu (GosLinux) (x86, x64);
PEL OC (x86, x64);
Fedora 27/28/29 (x86, x64, ARM);
Oracle Linux 5/6 (x86, x64);
Oracle Linux 7 (x64);
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterOS (x64);
SUSE Linux Enterprise Server 11SP4 (x86, x64);
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 5/6 (x86, x64);
Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
Check Point GAIA (x86, x64);
CnnTe3-0C.PC (x86, x64);
MK «CnHTesM-KnmeHT» B coctase KM «30C «CuHTesM» (x64);
MK «CuHTeaM-Cepsep» B coctaBe KM «30C «CuHTe3M» (x64);
KN «OC «CnuHtesM-K» (x64);
Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);
Linux Mint 17/18/19 (x86, x64);
Debian 8/9/10 (x86, x64, POWER, ARM, ARM64, MIPS);
OC NloToc (x86, x64);
Astra Linux Special Edition, Common Edition (x64, MIPS, 9nb6pyc);
MCBCdepa 6.3 Cepsep (x64, ARM64);
ThinLinux 2 (x64).

Unix
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BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
OC 2nbbpyc Bepcun 3 (Inbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT Cepsep 8, AnbT 8 CIM Cepsep (x86, x64, ARM, ARM64);
AnbT Pabouas ctaHuma 8, AnbT Pabouan ctaHuma K 8, AnbT 8 CIN Pabouas ctaHuma (x86, x64, ARM,
ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/IbT/HUKE/b (x86, x64);
FreeBSD 11/12, pfSense 2.x (x86, x64);
AIX 6/7 (POWER);
Mac 0S X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish

BkrtoyaeT nporpaMMHo-annapaTHyto cpeay:
SailfishOS 2/3 (ARMv7).

i0Ss

BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Apple iOS 8/9/10/11/12 (ARMv7, ARM64).

Android
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Android 8/9 (ARMv7, ARM64).

BupTyanbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);
Citrix XenServer 7 (x64);
VMWare WorkStation 11/12/14/15 (x86, x64);
VMWare WorkStation Player 12/14/15 (x86, x64);
VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);
Oracle VirtualBox 5.2 (x86, x64);
RHEV 4 (x64).

Moaynb «Kpuntolpo JavaCSP», Bxoasawmin B coctas CK3U, dpyHKUMOHMPYET noa
ynpasfeHneM cneaytowmx Java-mallnH:
e Java-mawwuHbl npounssBoactea Oracle «Java(TM) 7 Runtime Environment, Standard Edition» Bepcum
1.7 n «Java(TM) 8 Runtime Environment, Standard Edition» Bepcuun 1.8 Ha 32-6UTHOM M 64-BUTHOI
nnatpopme;
e Java-malwuHbl npomnssoactea Oracle «Java(TM) 10 Runtime Environment, Standard Edition» Bepcum
10 un «Java(TM) 11 Runtime Environment, Standard Edition» Bepcun 11 Ha 64-6uTHOI nnatdopme;

e Java-mawwuHbl JOVM npoussogctea IBM «Java(TM) 7 Runtime Environment, Standard Edition»
Bepcun 1.7 n «Java(TM) 8 Runtime Environment, Standard Edition» Bepcum 1.8 Ha 32-6UTHOI U
64-6uTHOI Nhatdopme;

e Java-malwwuHbl «Open)DK» Bepcuii 7, 8, 10, 11 Ha 32-6UTHOM U 64-6UTHOM NnaTdopme;

e Java-malwwuHsbl «Liberica» Bepcuin 8, 10, 11 Ha 32-6UTHOM 1 64-6UTHOM Nhathopme.

lpumeyaHus:

1. Mpwn akcnnyaTaunm CK3UN HeobxoamMO y4ymnTbiBaTb, UYTO MOPSAOK WM CPOKM 3KCMyaTaumm
OnepauUuoHHbIX CUCTEM, B cpefe KOoTopbix dyHKUMoHmpyeT CK3U, onpenenstotcs NpousBoaMTeENSMU
onepauuoHHbIX cucteM. Ucnonb3oBaHmMe ornepaumoHHbIX CUCTEM, MOoAAepXKa KOTOPbIX OCTaHOBEHAa
npoussoauTeneM, He AONyCcKaeTcs.

2. HeobxoauMMo wucnonb3oBaTb AUCTPUOYTMBBI  yKa3aHHbIX OMNEpauMOHHbIX  CUCTEM,

7



XKTAN.00101-01 30 01. KpunTtollpo CSP. ®opmynsap

NoJlyYeHHble Yy pa3paboTumka ornepaumoOHHOM CUCTEMbI, U UX LUTATHble PENO3UTOPUK C MakKeTaMmu.
Mcnonb3oBaHme npoumnx cb6opok OC He gonyckaeTcs.

3. Ona cepBepHoro npumeHeHus CK3W (MaccoBoe obcnyxuBaHue) HeobxoauMa cepBepHasi
nnueHsuns. CepBepHbIMMU CYUTALOTCS:

- OC cemerictBa Windows Server (2008R2/2012/2012R2/2016/2019);

- OC cemenctBa Linux Server (Red Hat Enterprise Linux Server, SuSE Linux Server, Ubuntu
Server, ROSA Enterprise Linux Server);

- CepBepHblie n ceteBble OC (AIX, FreeBSD, Solaris);

- Bce nnatdopmbl ¢ cepBepHoOi npoueccopHoi apxutektypon (PowerPC, Sparc).

4. Ans ncnonb3oBaHus «Kpuntollpo IPsec» B cpene cepsepHbix OC HeobxoanMo npmobpeTtaTb
NMueH3nlo Ha npaso ucnonb3oBaHua «Kpuntollpo IPsec» Ha cepBepe. YKasaHHasi NNMUEH3USA He
BXOAMUT B KOMMNEKT NOCTaBKU M NOCTaBNSAETCHa OTAENbHO MO COrflacoBaHUIO C 3aKa3yumMKoM.

5. Ana wcnonb3oBaHusa «Kpuntollpo JavaCSP» B cpene cepsepHbix OC Heobxogmmo
npuobpeTtatb NNMLUEH3NIO Ha NpaBo mucnonb3osaHus «Kpuntollpo JavaCSP» Ha cepBepe. YKasaHHas
JIMUEH3US He BXOOUT B KOMMJEKT MOCTaBKM M TMOCTaBMSAETCAa OTAe/NIbHO MO COorslacoBaHUlo C
3akasumkoMm. B knmeHTcknx OC oTaenbHas nuueHsns Ha ucnonb3oBaHne «Kpuntollpo JavaCSP» He
TpebyeTcs Npu yCAOBMU HAaNN4YNa KNMEHTCKOM nnueH3nm Ha «Kpuntollpo CSP».

3.3 AnroputM 3awundpoBaHus/paclumdpoBaHna  AaHHbIX UM BbIYUCIEHUS WUMWUTOBCTaABKMU
peanu3oBaH B cooTBeTcTBMM Cc [OCT 28147-89 «Cucrtembl o06pabotkm wuHboOpMaumn. 3awmTa
KpunTorpadguueckas. ATroputM Kpuntorpadumyeckoro npeobpasoBaHums».

3.4 AnroputMbl (OPMUPOBAHUS W TMPOBEPKU INEKTPOHHOM NOAMUCK peann3oBaHbl B
cootBetcTBMM € TOCT P 34.10-2001 «UNHpopmaumoHHasa TexHonoruns. Kpuntorpaduyeckas 3awmra
nHdopmMaunm. lMpoueccbl GOPMUPOBAHNA U NPOBEPKU INEKTPOHHOM uundposor noanucu», FTOCT P
34.10-2012 «NHdopMaumoHHasa TexHonorunsa. Kpuntorpaduueckas 3awmnta mHdopmaumn. MNpoueccsl
cdopMMpoOBaHMS WM MpPOBEpPKUM  INEKTPOHHOM  umdpoBon  noanucu», TOCT  34.10-2018
«MHpopMaUMOHHaAs  TEXHOOorus. Kpuntorpadpuyeckas  3awmta  MHPoOpMaumu. Mpouecchbl
¢dopMUpOBaHUS U NPOBEPKN INEKTPOHHOM LMGPOBON NOAMNCU>.

Ncnonb3osaHne cxembl noanucn FOCT P 34.10-2001 ansa co3paHuMsa 3NEKTPOHHOM noanucu
nocne 31 gekabps 2019 roga He gonyckaeTcs.

3.5 Anroputmbl BbipaboTKn 3HaueHus Xaw-PyHKUUN peanm3oBaHbl B cooTBeTcTBMM € FTOCT P
34.11-94 <«WNHdopmaumoHHasa TexHonorus. Kpuntorpadudeckaa 3sawmta MHopMauun. OyHKUKSA
xawmpoaHusa», TOCT P 34.11-2012 «WHdopmaumoHHasa TexHonorus. Kpuntorpaduueckas 3awura
nHdbopmaunm. OyHkuma xawumpoBaHusa», [OCT 34.11-2018 «WUHdDOpMaLMOHHAA TeEXHONOrus.
Kpuntorpaduyeckas 3awmTa nHpopMaumn. OyHKUMUSA X3WNPOBAHNSA».

3.6 CeteBasi ayteHTUudumkaumsa Ha 6ase nportokona TLS Cc mMcnosib30BaHMEM anropuMTMOB M.M.
3.3-3.5 peanusoBaHa B COOTBETCTBMW C MeTOAMYECKMMU pekoMeHaauusamn «MP 26.2.001-2013.
MHdpopMaunoHHasa TexHonorusa. Kpuntorpadudyeckas 3awuta wuHdopMauun. PekomeHpaumm no
cTaHaapTtmsaumn. Ncnonb3oBaHne HaboposB anropntmoB WwWndpoBaHmsa Ha ocHoBe NTOCT 28147-89 ans
npoTokosa 6e30nacHOCTU TpaHCNOPTHOro ypoBHs (TLS). TexHnyecknini KOMUTET MO CTaHAapTuU3auum
«KpunTtorpadunueckas 3awmrta nHdopmauum» (TK 26)».

3.7 CeteBasa ayTeHTUdUKaums, wundposaHme n obecneyeHne LENOCTHOCTU COEOUHEHUN Ha
6a3e npotokososB IPsec c ncnonb3oBaHnem anropntmMos n.n. 3.3-3.5 peann3oBaHbl B COOTBETCTBUMN C
TEXHUYECKUMN cneundunkaunsaMmn, paspaboTaHHbIMM TexXHUMYECKMM KOMWUTETOM MO CTaHgapTusaumu
«KpunTtorpadunyeckas 3awmnta nHdpopmaunm» (TK 26):

-«TC 26.2.002-2013. WHdopmaumoHHasa TexHonorms. KpunTtorpaduyeckas 3awuTa
nHdopmaunm. UcnonbzosaHune NOCT P 34.11-94 npu obecneyeHnn LenOCTHOCTN B npoTokonax IPSEC
n ESP»;

-«TC 26.2.001-2015. WHdopmauvoHHas TexHonorus. KpunTtorpaduyeckas 3awuTa
nHdopmaunm. UcnonbsosaHue OCT 28147-89, NOCT P 34.11-2012 wn FOCT P 34.10-2012 B
npoTtokonax obmeHa knwoyamu IKE n ISAKMP>»;

-«TC 26.2.001-2013. WHopmauvoHHas TexHonorus. KpunTtorpaduyeckas 3awuTa
nHdopmaunm. McnonbsosaHue NOCT 28147-89 n NOCT P 34.10-2001 npu cornacoBaHuu Kik4yen B
npotokonax IKE n ISAKMP»;
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-«TC 26.2.002-2014. WHdopmaumoHHas TexHonorus. Kpuntorpadwuyeckas 3awwuTa
nHgpopmaumnn. NcnonbsoBaHne MOCT 28147-89 npu wundpoBaHMK BrIOXeHWUIA B npoTokonax IPSEC
ESP>».

3.8 Knwuesasd cuctema CK3UM obecneumBaeT BO3MOXHOCTb MapHO-BbIGOPOYHON CBA3U
aboHeHTOB ceTn (N0 TUNY <«KaXAbli C KaXAbIM») C MCMNO/b30BaHWEM ANS KaXxaoh napbl abOHEHTOB
YHUKasbHbIX K/OYEN, CO34aBaeMbIX Ha OCHOBE MPUHLMMNA OTKPbLITOrO pacrpenenenmnst Ka4en.

3.9 BapuaHTbl BO3MOXHbIX HOCUTENEN ANs XpaHeHus Katouden DI (3aKpbiTbiX KAKOYENH) B
3aBUCMMOCTU OT ncnonbdyemort OC oTpaxkeHbl B Tabnuue 3.1.

Tabnnua 3.1 — Ncnonb3oBaHME KJOYEBbLIX HOCUTENEN B 3aBMCMMOCTM OT MpOrpamMmMHO-anmnapaTHOWN
nnathopMbl

- - - Mac Apple . . | Sailfish
Hocutenb/0OC Windows Linux FreeBSD Solaris | AIX 0s X ios Android oS
rMA 3,5"”, USB-dnaw-Hakonutenn + + + + - + - - -
Gemalto MPCOS (Optelio, Native) + + + - - + - - -
SafeNet eToken + - - - - - - - -
Aladdin R.D. JaCarta + + ) _ ) + + ) )
LT/PKI/PRO/BIO/TOCT
Aladdin R.D. JaCarta-2 MOCT? + + - - - + + - -
USB-TokeHbl PyTokeH DLIM 2.0, PyToKkeH
2Un 2.0 (micro, Flash, Touch, 2100), + + + _ ) + _ ) )
Pytoken 2UIM PKI, PyTtokeH 3UM (micro,
Flash), PyToken 3LM 2.0 21512
USB-TokeHbl PyTOKeH Lite, PyTokeH S,
PyTtokeHn KI1 n cmapT-kapTbl PyTokeH Lite + + + - - + - - -
SC
PyTokeH 3LIM Bluetooth* + + + - - + + + -

CmapTt-kapTbl PyTokeH 3UIM SC, PyTokeH
3un 2.0 2100, + + + - - + - - -
PyTokeH 3LIM 2.0 21512

PyTokeH PINPad? + + + - - + - - -
PyTokeHn 3LM 2.0 3000 + + + - - + - - -
PyTokeH Lite microSD - - - - - - - + -
Novacard + + + - - + - - -
OCKAP, Marucrtpa + + + - - + - - -
InfoCrypt TokeH++ Lite + + + - - + - - -
InfoCrypt TokeH ++! + + + - - + - - -

InfoCrypt VPN-Key-TLS,

TokeH++ TLS? + + + B ) + B } :
MorphoKST + + + - - + - - -
Multisoft MS_Key K + + + - - + - - -
ESMART Token + + - - - + - - -
ESMART Token FOCT? + + - - - + - - -
Alioth INPASPOT, SCOne + + + - - + - - }
Rosan + + + - - + - - -

T bes (Ciouye L O N N B
Peectp? + - - - - - - - -

Pazgen HDD/SSD M2BM / ycTponcTso
Apple iOS / yctpownctso Android / + + + + + + + + +
ycTpolicTeo SailfishOS?
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lMpumeyarHuns:

1. PaboTa C AaHHbIMW HOCUTENAMM MOAAEPXKMBAETCH B peXMME aKTUBHOMO BbIYMCAUTENSA C
3aWwunTon KaHana mexay Hocutenem n CK3U no npotokony SESPAKE (®KH ¢ nogaepxkon SESPAKE).

2. PaboTta C AaHHbIMW HOCUTENSAMW MOAAEPXKMBAETCH B pexXuMe akTUBHOMO Bbluncnutens 6e3
3aWnTbl KaHana mexay Hocutenem n CK3U no npotokony SESPAKE (®KH 6e3 nogaepxkn SESPAKE).
TpebyeTcsa npMMeHeHWe AONOSIHUTENbHbIX OPraHM3aUMOHHO-TEXHNYECKNX MEP 3alUnThbI.

HeobxoanMo Hanunume nonoXxutenbHoro 3akatouyeHus OCB Poccmn Ha nepeyvuncrieHHble Bbllle
TUMNbl HOCUTENEN.

OcTanbHble HOCUTENN WCMNOMb3YHTCA TOSIbKO B KadecTBe MacCUMBHOIMO XpaHunuuia Ko4eBok
nHdbopMmaunm 6e3 MCnosb3oBaHUA KpunTorpaduMyecknx MexXaHW3MOB, peanM30BaHHbIX Ha CMapT-
KapTe/TOKeHe.

3. XpaHeHne 3aKkpbiTbiX K/O4Yel Ha HecbeMHblX HocuTenax (B peectpe OC Windows, B
pasgene HDD/SSD M3BM, Ha ycTpoicTtee Apple iOS/Android/SailfishOS mn 1.n.) gonyckaeTtcs TOAbKO
Nnpu yCnoBmM pacnpoCcTpaHeHUst Ha HocuTenb TpeboBaHMn Mo obpalleHnto C KAKYEBbIMM HOCUTENSMU
(pazpen 3 XTAKW.00101-01 95 01. MpaBwunaa nonb3oBaHus).

4. cnonb3oBaHMe B KayecTBe NAaCCUMBHOMO XpaHUauWa Ka4deBon nHdopmaunm PyTokeH DU
Bluetooth BO3MOXHO TONbKO Npu Hanuuum 3aknoueHns ®Cb Poccum Ha ykasaHHOe yCTPOWCTBO; AN
MHbIX HOCUTENEN UCMOoMb30BaTh A/ Nepedayn AaHHbIX 6€CKOHTaKTHbIN nHTepdenc 3anpeLleHo.

5. Ucnonb3oBaHue Apyrux HocuTenem — TosbKo No cornacosanuio ¢ ®CB Poccuu.

6. OnmMcaHMe TUMOB HOCUTENEN, TexXHONorMin paboTbl C KAW4YaMuM M nNpaBuna obecneveHus
6e3omnacHocTM Npu paboTe C HUMKM NpuBeaeHbl B pasgene 3.2 aokyMmeHTa XTHAM.00101-01 95 0O1.
MpaBuna nosb3oBaHms.

3.10 ®opmMupoBaHME 3aKpbITbIX KKOYENH MPOM3BOANTCS C UCMOSb30BAHNEM CAeAYHOLWNX TUNOB
cynTbiBaTENEN, YKasaHHbIX B Tabnuue 3.2.

Tabnnua 3.2 — Wcnonb3oBaHMe cyuTbiBaTeNeEN B 3aBUCMMOCTM OT MNporpamMMHoO-anmnapaTHOWM
nnathopmbl
Windows | Windows | . . Mac | Apple .| Sailfish
CuutbiBaTtenun/0C IA32 x64 Linux | FreeBSD | Solaris | AIX| o'y | "jog |Android oS
Ownckoeoa/USB anckoson + + + + + - + - - -
PC/SC coBMeCTUMbIl cYMTbIBaTENb + + + _ + _ _ + _ _
cMapT-KapT
MAK 3awmnTbl oT HCA «Cob6onb»
RU.40308570.501410.001 (Bepcum n n n n _ _ _ _ _ _

Kopa pacwupeHus BIOS 1.0.99,
1.0.180)

MAK 3awmTbl oT HCA «Cob6onb».
Bepcumsa 3.1. RU.88338853.501410.020 + + + + - - - - - -
(ncnonHenuns 1, 2)

MAK 3awuTtbl oT HCA «Cobonb».
Bepcusa 3.2. RU.88338853.501410.021 + + + + - - - - - -
(ncnonHeHunsa 1, 2)

C3U HCO «Akkopa-AMA3»
TY 4012-054-11443195-2013, + + + - - - - - - -
4012-006-11443195-2005 TY

AMMZ3-Y M-5266
(KPUMTOH-3AMOK/Y)
KBAXK.468243.067 TY, + + + - - - - - . .

M-526E1 (KPUMTOH-3AMOK/E)
KBAXK.468243.090 TY

Paspen HDD/SSD M3BM, peectp + + + + + + + - - -

Yctporictso Apple iOS - - - - - - - + - -

Ycrpoincteo Android - - - - - - - - + -

YcrpowncTeo Sailfish OS - - - - - - - - - +

lMpumeyaHune: CNNUCKNU BEPCU NMPOrpaMMHO-annapaTHbIX cCpel, B KOTOPbIX (PYHKLUWMOHMPYHOT
nepevncrieHHble CpeacTBa 3allnTbl OT HECAHKLMOHMPOBAHHOIO AOCTYMNa, NPUBEAEHbI B AOKYMEHTALMUN
Ha COOTBETCTBYHOLLEE CPEACTBA 3alUMTbl OT HECAHKLMOHMPOBAHHOIO AOCTYynMa.

10
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3.11 ®opMupoBaHME Cy4YamHOMW MNOCNeAoBaTE/IbHOCTM MNPOU3BOAUTCSA C MCMNOJSIb30BaHUEM
OCY, ykazaHHbIX B Tabnuue 3.3.

Tabnnua 3.3 — Ucnonb3osaHme CYH B 3aBUCMMOCTM OT NporpaMmMHo-anmnapaTHoOn nnatdopMbl

Windows | Windows | | . . Mac | Apple ., | Sailfish
Ac4Y/0C 1A32 x64 Linux | FreeBSD | Solaris | AIX os x | ios Android os
Buonornuecknin ACH + + + + + + + + + -
dusnyeckmin ACH B coctaBe MAK
3awmTbl oT HCA «Cobonb»
RU.40308570.501410.001 NC (Bepcuun + + + + - - - - - -
KoAa pacwmpenusa BIOS 1.0.99,
1.0.180)
dusmnyeckuit ICH B coctase MNAK
3awmnTbl oT HCA «Cobonb>». Bepcus i i i " _ _ _ _ _ _

3.1. RU.88338853.501410.020
(ncnonHeHunsa 1, 2)

dusmnyeckuint ICH B coctase MNAK

3awmnTbl oT HCA «Cobonb>». Bepcus + + + +

3.2. RU.88338853.501410.021
(ncnonHeHmsa 1, 2)

®dusnyeckunin CH B cocTtaBe
C3W1 HCA «Akkopa-AMA3» TY 4012-
054-11443195-2013, 4012-006-
11443195-2005 TY

odusnyeckmin CH B coctaBe ANMA3-Y
M-526B6 (KPUMTOH-3AMOK/Y)
KBOX.468243.067 TY, M-526E1 + + + - - - - - - -
(KPUMNTOH-3AMOK/E)
KBOX.468243.090 TY

dusnyecknin ACH B coctaBe AMNMA3

«MAKCUM-M1» + + + - - o - - -
BHewHas ramma + + + + + + + - - +
lpumeyaHue: Wcnonb3oBaHue Apyrux ceptuduunpoBaHHbix Tunos ACYH — ToOnAbko no

cornacoBaHuto ¢ ®Cb Poccuu.
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4. KOMMNEKTHOCTb

Tabnnua 4.1 — Komnnektaumsa CK3U «Kpuntollpo CSP» Bepcus 5.0 KC1

HauvuMmeHoBaHue

O603HauyeHune

Kpuntolpo CSP. Ba3oBble moaynu.

XTAK1.00101-01

KpunTtollpo IPsec.

XTAMn.00101-01 99 01

Kpuntollpo JavaCSP.

XTAKN.00101-01 99 02

Kpuntolpo CSP. ®opmynsp.

XTAK1.00101-01 30 01

Kpuntolpo CSP. OnucaHne peanunsaumu.

XTAK1.00101-01 90 01

Kpuntolpo CSP. OnucaHue peanunsaunn IPsec.

XTAN.00101-01 90 02

Kpuntolpo CSP. PykoBoaCTBO agMUMHUCTpaTopa 6e3onacHoCTy.

O6uwasn yacTb.

XTAKN.00101-01 91 01

ynpasneHvem OC Windows.

Kpuntolpo CSP. PykoBoACTBO agMUHMUCTpaTopa 6e30nacHoCTy.

Mcnonb3oBaHne CK3U noa

XTAK1.00101-01 91 02

ynpasneHunem OC Linux.

Kpuntolpo CSP. PykoBoaCTBO agMUHUCTpaTopa 6e3onacHoCTy.

Wcnonb3osaHne CK3U noa

XTAKN.00101-01 91 03

ynpasneHunem OC FreeBSD.

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTy.

Mcnonb3oBaHmne CK3U nopg

XTAN.00101-01 91 04

ynpasneHmem OC Solaris.

Kpuntolpo CSP. PykoBoacTBO agMuHuUcTpatopa 6esonacHocTu.

Mcnonb3oBaHune CK3WM noa

XTAK1.00101-01 91 05

ynpasnenuem OC AIX.

KpuntolNpo CSP. PykoBoACTBO agMUHMUCTpaTopa 6e30nacHoCTH.

Mcnonb3oBaHne CK3U noa

XTAKM.00101-01 91 06

ynpasneHnem OC Mac OS X.

Kpuntolpo CSP. PykoBoaCTBO agMUHUCTpaTopa 6e30nacHoOCTy.

Wcnonb3osaHne CK3U noa

XTAKN.00101-01 91 07

ynpasneHuem OC iOS.

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTu.

Ncnonb3osaHne CK3U noa

XTAn.00101-01 91 08

BUPTYaNbHbIX Cpeaax.

Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6esonacHocTu.

Ncnonb3osaHne CK3U B

XTAK1.00101-01 91 09

ynpasnenuem OC SailfishOS.

Kpuntolpo CSP. PykoBoACTBO agMUHMUCTpaTopa 6e3onacHocTu.

Mcnonb3oBaHne CK3U nopg

XTAKM.00101-01 91 10

ynpasneHnem OC Android.

Kpuntolpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e30nacHoOCTy.

Wcnonb3osaHne CK3U noa

XTAKN.00101-01 91 11

Kpuntolpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTn
JavaTLsS.

Mcnonb3oBaHune JavaCSP un

XTAN.00101-01 91 12

Kpuntolpo CSP. NHcTpykumsa no ncnonb3osaHunio CK3U noa ynpasneHmem OC Windows.

XTAK1.00101-01 92 01

Kpuntolpo CSP. UHcTpykumnsa no ncrnonssosaHuto CK3W noa ynpasneHunem OC iOS.

XTAN.00101-01 92 02

Kpuntolpo CSP. UHcTpykumnsa no ncnonbsosaHunio CK3U nog ynpasneHnem OC Android.

XTAKN.00101-01 92 03

Kpuntolpo CSP. UHCTpyKuusa no ncnonb3osaHmio JavaCSP.

XTAKM.00101-01 92 04

Kpuntollpo CSP. MHCTpyKuUMAa No ncrnosnib3osaHuto JavaTLsS.

XTAK1.00101-01 92 05

KpunTollpo.

Kpuntolpo CSP. MHCTpYyKLMSA NO MCMONb30BaHMIO rpacrMyeckoro npuioxeHns NHCTpyMeHTbI

XTAN.00101-01 92 06

Kpuntolpo CSP. MNMpunoxeHne KOMaHAHOW CTPOKW AN NOANUCU U WndpoBaHusa dannos.

XTAn.00101-01 93 01

Kpuntollpo CSP. MpunioxeHne KoOMaHAHOW CTPOKU AJist paboTbl C cepTuduKaTamu.

XTAKN.00101-01 93 02

KpuntolMpo CSP. MpunoxeHne KOMaHAHOW CTPOKW ANs co3aaHus TLS-TyHHens.

XTAKM.00101-01 93 03

Kpuntolpo CSP. APM BbipaboTKM BHELLHEN raMMbl.

XTAK1.00101-01 94 01

KpunTtollpo CSP. lNpasuia nonb30BaHUs.

XTAn.00101-01 95 01

12
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HauMeHoBaHue O603HauvYeHue
Kpuntolpo CSP. PykoBoACTBO nporpaMMucTa. XTAN.00101-01 96 01
Kpuntollpo CSP. PykoBoacTso nporpamMmmucta JavaCSP. XKTAM.00101-01 96 02
KpunTtollpo CSP. PykoBoacTBo nporpamMMmucta JavaTLs. XKTAN.00101-01 96 03
Ceptudukat CK3U (konus).

lTpumedaHus:
1. KomnnekT  AOKyMeHTauuum  npegHasHayeH Ang  aAMWHUCTpaTopoB  6e3onacHocTw,
pa3paboTumMKoB NpUKIALHOIO NporpaMMHOro obecneyenms n nonb3osatenen CK3U.

2. MporpamMMmHoe obecrneyeHne n OOKYMeHTaumsa B anekTpoHHOM Buae B dopmate PDF (Adobe
Acrobat Reader) Ha CD-ROM noctaBnserca eauHbIM AUCTpUBYTMBOM, QOpMYynsap U  Konus
ceptudmkaTa, 3aBepeHHasds OO0 «KPUMTO-MPO», — B ne4yaTHOM Buze.

3. Ncnonb3oBaHne CK3M B KOHKpETHOM mnporpaMMHoO-annapaTHOM cpeAe orpaHMymMBaeTcs
JINLLEH3UEN.

13
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5. AMMAPATHO-MPOIrPAMMHOE CPEACTBO 3AWLNTBI OT HCA

N3genne «Kpuntollpo CSP» Bepcmsa 5.0 KC1 XTSAN.00101-01 ykoMnaeKToOBaHO anmnapaTHO-
NpOrpaMMHbIM CpeaCcTBOM 3alunTbl MHMDOPMaLMK OT HECAHKLUMOHMPOBAHHOIO A0CTyna.

HanmeHoBaHue cpeacrtea, TY

CepuiiHbIn HOMEpP, AaTa BbiNycKa

M.T.
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6. CBUAETENBCTBO O NPUEMKE

N3genne «Kpuntollpo CSP» Bepcmsa 5.0 KC1 XXTAN.00101-01,

cepunHblin N° anctpmbyTtmea
HOCUTENN:
O CD-ROM

.

COOTBETCTBYET 3TanoHy, XxpaHsawemycd B OO0 «KPUMTO-MPO», v npuaHaHO rogHbIM A4

IKCnayaTtaunun.

" " 20__r.

[aTa Bbinycka:

M.T.
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7. CBUWAOETEJIbCTBO OB YNAKOBKE

N3genne «Kpuntollpo CSP» Bepcmsa 5.0 KC1 XXTAN.00101-01,

cepunHblin N° anctpmbyTtmea

ynakoBaHo B
O 6yMaxkHblin KOHBEPT
O kopobky
O nnacTtuKoBbIN KOHBEPT
O

OaTa ynakosku: " " 20 r.

M.M. YNakoBKy npousBen /
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8. TAPAHTUWN N3TOTOBUTENA (MOCTABLUMKA)

8.1 lMonb3oBaTtesnb npmo6peTaeT n3genne n HeECET OTBETCTBEHHOCTb 3a €ro MCcnoJsib3oBaHMeE B
COOTBETCTBMUN C peKoOMeHAaUunaAMn, N310XXEHHbIMN B 3KCI'IJ'IyaTaLI,VIOHHOI7I AOKYMEHTaunn.

8.2 lMpeanpusaTMe-n3roToBuUTENb rapaHTMpyeT paboTocnocobHOCTb U34enms B COOTBETCTBUM C
3as1BNIEHHbIMN XapaKTepUCTMKaMM.

8.3 B cnyyae BbISIBNIEHUMS B MNpPOrpaMMHOM obecnevyeHnn  AedeKTOB, HE CBA3aHHbIX C
HapyweHWeM npaBwua 3KCrJlyaTauuMu, TPaHCNOPTUPOBAHUA W XpaHeHUs, W3Aenve MoanexuT
peknaMaumun. lpeanpusaTUE-U3rOTOBUTENb 06A3yeTca Mo MOSyYeHUM peksaMaumMm B  BO3MOXHO
KOPOTKUIN CPOK YCTpaHuUTb AedeKkTbl CBOMMW CUIaMM M CPeACcTBaMW BMJIOTb A0 MOCTABKM HOBOrO
M30envs, a TakKXe TMpUHSATb Mepbl, UCK/YalolmMe 3TU AedeKTbl B MOCNEAYLWNX 3K3eMnasapax
nspenus.

8.4 lapaHTUMHbIA CpOK wu3genms — 12 MecsueB C MOMEHTa NOCTaBkuM Mpu  ycaoBuu
cobntogeHns nonb3osaTesieM TpeboBaHUN KCNTyaTaUMOHHON AOKYMEHTAUUN Ha usgenue.

MNpuMeyaHue. Mpu OTCYTCTBUM AAHHbLIX O AaTe NOCTAaBKWU U3AENUS FrapaHTUMHbBIA CPOK OTCUMTbIBAETCS
OT [aThl €ro BbiMyCKa, YKa3aHHOW B pa3aesne 6 «CBUAETENbCTBO O NMPUEMKE>.

8.5 [aHHble 0 nocTaBke (Npoaaxe) nsaenusa:

(HaMMeHOBaHMe opraHmsauum-nocTasLWmMKa (Npoaasua) usaenns)

Hdata nocraBku: " " 20_r.

M.T.

(noanuce)

17



XKTAN.00101-01 30 01. KpunTtollpo CSP. ®opmynsap

9. CBEAEHNA O PEKJTAMALINAX

9.1 Peknamaummn, cBSA3aHHbIE C 3KCI'IJ'IyaTaLl,VIel7I n3genna, AOJ/DKHbl  HaMpaBiATbCA
npeanpunaTnio-n3rotoBnTeNto B NTMCbMEHHOM BUAE MO aApecy.

127018, r. Mocksa, yn. Cywésckun Ban, a.18.
9.2 Cpok paccMmoTpeHus peknamaumm — 1 (ognH) Mecsl Co AHS NOyYeHMs peknaMaunm.

9.3 lpn HecoOoTBETCTBMM MOCTABASEMOro mu3[enusl, ero Tapbl, YMakKOBKW, KOHCepBauWW,
MapKMPOBKN W KOMMJIEKTHOCTM TpeboBaHMAM COMpPOBOAUTESNIBHOM AOKYMEHTauuu, nosib30BaTesb
0653aH HanpaBuTb peknamMauumio NpeanpuaTUIO-U3roToBUTEND B TedeHnn 60 AHEN Co AHS MOCTaBKMU
nspenus.

9.4 MpeanpuaTNe-n3roToBUTENb MNPUHMUMAET peksaMauulo, eciu He YyCTaHOBJ/ieHa BUWHa
nony4yartend B BOBHUKHOBEHUN ,Cl,ereKTa B Uaaenunn.

9.5 CeegeHus o peknamaumax pukcmnpyrotcs B Tabnanue 9.1.

Tabnunua 9.1 — CeegeHuns o peknamaumax

Mepbl, NpUHATbIE MoAnuCb OTBETCTBEHHOIO
[ara CoaepxaHue peknamaumm no peknamaumnmn nvua
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10. CBEAEHWA O XPAHEHUN

[aTa ycTaHOBKMU Ha
XpaHeHue

[aTta cHaTusa ¢
XpaHeHus

Ycnosus XpaHeHUA

[oMKHOCTb, daMunma U Noanunck
OTBETCTBEHHOrO NMua
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11. CBEAEHWA O SAKPEMMNEHUN USAEJTUA MPUN SKCIIJTYATALNN

[JonxKHOCTb
OTBETCTBEHHOIo
nvua

damunus
OTBETCTBEHHOIO
nvua

Homep u gaTta
npukasa o
Ha3Ha4yeHun

Homep v gata npukasa
06 ocBoboxaeHN

Moanncb OTBETCTBEHHOIO
nuda
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12. CBEAEHNA OB USMEHEHUAX

N9
n/n

OcHoBaHue (Bx. N?
COMpOBOANTENIBHOIO
[oKyMeHTa 1 gaTta)

[aTa
npoBeaeHust
MU3MEHEeHMUs

CoaepxxaHne u3aMeHeHus

[JomkHoCTb, pamMunus u
noanuce nuua,
OTBETCTBEHHOrO 3a
N3MeHeHuns

Moanuce nuua,
OTBETCTBEHHOI0
3a 3KCcnayaTauuio
nsgenus
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13. OCOBbIE OTMETKW
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